The Integration of Amateur
Radio and 802.11

Amateur Radio and 802.11 wireless networking —

a good fit for emergency message delivery.

Roderick D. Mitchell, KL1Y

tonomous systems can provide rewarding

results. There has been alot of discussion
about the use of commercial wireless proto-
colsin the Amateur Radio community. These
protocols, defined in the Institute of Electri-
cal and Electronics Engineers (IEEE) 802.11
standards, specify several wireless bands and
modulation schemes for local and wide area
networks. There are many possibilities with
great potential for using available low-cost
high-speed devices. Recently | had an oppor-
tunity to integrate Amateur Radio and 802.11.
Thegoal wasto choose aproject that wasvia
ble, worthwhileand feasibleinregardsto time
constraints. | chose the Winlink 2000 Paclink
network. Paclink isacomponent of the Winlink
2000 messaging system. The Paclink network
allowed me to integrate a wireless local area
network (WLAN) using 802.11b/g, a Paclink
e-mail server and an Amateur Radio system
into a single network. Each of the integrated
devices contains protocol sand/or technologies
that allow it to interconnect with other systems
and devicesinthe network. Protocolsarerules
that define how communications devices com-

I ntegrating two distinct and otherwise au-

The integration of various systems to
form asingle diverse systemis critical today.
Budget cuts that result in equipment and per-
sonnel shortages plague many organizations.
The ability to integrate non-profit organiza-
tionsand leverage their experienceiscritical.
Amateur Radio Operators provide non-profit
services to the community. Now Amateur
Radio’s ability to support government and
non-governmental efforts during a disaster
has expanded. Thisadded capability isdueto
theintegration of current automation and net-
working technologies with Amateur Radios.
Several Amateur Radio Operators (Vic Poor,
W5SMM, and Rick Muething, KN6K B) have
worked very hard to devel op the Paclink mes-
saging software that allow Amateur Radio to
integrate seamlessly with modern networking
equipment and e-mail clients such as Micro-
soft Outlook, Netscape and Outlook Express.

Table 1
Application Level Protocol Port
Assignments

The following sections describe the technical
details of the system that integrates Amateur
Radio and 802.11. This project supports the
implementation goal s of high speed multime-
dia(HSMM) through the use of 802.11. This
integrated network easily integrates with the
Amateur Radio Internet (Hinternet).

I ntegrated Technologies Explained

The core technologies that form the
nucleus of this Hinternet project are radio
frequency (RF), |IEEE standards, commu-
nications protocols and communications
applications and software.

Each of the core technologies has aplace
in the Open Systems Interconnection (OSI)
model. OS| isamodel for understanding and
developing computer-to-computer commu-
nications.! The OS| model consists of seven
layers. physical, datalink, network, transport,
session, presentation and application. See
Table 1. Thefollowing section describesthe
integrated technologies of this project, their
protocols and their place in the OSI model.
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Figure 1 —Wiring diagram of integrated Amateur Radio and 802.11 network.
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for transmission between devices.? The data
link layer provides an error detection func-
tion. The network layer provides logical
addressing and routing of information on the
network. Onthetransport layer, error correct-
ing techniques are employed.® The session
layer allows provisions for data exchange
between applications as explained by Tuma
and Fajfar. Tuma and Fajfar explained the
presentation layer as the layer that ensures
that applications can communicate with each
other when the applications use different for-
mats. The application layer iswhere applica
tion protocols reside in the OSI model.

Thefollowing sections describe functions
of the specific protocols and technologies
used in this project. The descriptions are
based on the protocol or technologies func-
tion in the OSI model. Table 1 provides a
quick view of the communications technolo-
gies used and their place in the OS| model.
Figures 3 through 6 show the elements of
the system.

Physical Layer
|EEE 802.11 at the Physical Layer

An 802.11b/g wirelessaccesspoint (WAP)
providesLAN connectivity towirelessclients

equipped with 802.11b/g wireless network
interface cards (NICs). A high gain omni-

directional antenna is used for transmission
and reception of signals. 802.11 isamember of
the |EEE 802 family, aseries of specifications
for local area network (LAN) technologies.
Figurelisawirediagram. Thediagram shows
the physical connectivity of the integrated
circuit. Figure 2 depictsinterconnectionsfrom
athree dimensional perspective.

|EEE 802.3u at the Physical Layer

IEEE 802.3u is the standard also known
as Fast Ethernet. This project uses an SMC
small officelhome office (SOHO) router. The
router provides connectivity at the physical
layer between the computer and WAP via
|EEE 802.3u interfaces.

Amateur Radio at the Physical Layer

The backbone (wide areanetwork connec-
tivity) of the network is dependent upon Ama-
teur Radio at the physical Layer. Amateur Ra-
dioisusedto movethedatafromtheloca area
network (LAN) to the Internet or other areas
outsidethe LAN. Amateur Radio technologies
and protocols used at thislayer include: radio
frequency (RF), frequency modulation (FM),
TNCs and the AX.25 packet protocol.

AX.25 at the Physical Layer
The Amateur Radio packet protocol

AX.25 operates at the physical layer for
connectivity between two terminals. AX.25
assumes that both ends of the link are of the
sameclass* Thisclassdistinctionisinregards
to data terminal equipment (DTE) and the
datacommunications equipment (DCE). With
AX.25thereisno DTE and DCE. Connectiv-
ity between the computer and TNC is over
serial cable using an RS-232 serial cable.

RS-232 at the Physical Layer

This network uses RS-232 connectivity
between the computer and TNC and between
the TNC and radio. RS-232 is a set of stan-
dards that specify three types of interfaces:
electrical, functional and mechanica.®> The
computer to TNC connection is a 9-pin D
shape connector on the computer side and
25-pin D shape connector on the TNC side.
Theradioto TNC pinout for the 9-pin RS-232
connection and the 25-pin pin out areavailable
at the Kantronics Web site: www.kantronics.
com/documents/kpc3ppinout.pdf.

Coaxial Cable at the Physical Layer

Coaxial cable is used between the trans-
ceiver and the antenna. RG-8/U is used for
this application. Some versions of RG-8/U
have relatively low loss. We selected one
that had aloss of approximately 1.8 dB per

Table 2

OSI Reference Model with Technologies Used in the Integrated Amateur Radio and 802.11 Networks

OSl Layer
Application Layer (7)
Presentation Layer (6)
Session Layer (5)
Transport Layer (4)
Network Layer (3)
Data-Link Layer (2)
Physical Layer (1)

B2F

IP and Router

TCP/IP (Sockets)
TCP, SMTP (Port 25), POP3 (Port 110), HTTP (Port 80)

Protocol or Technology
SMTP, POP3, DHCP

802.11, 802.3u, AX.25, KISS, Switch
AX.25, RF, RS-232, IEEE 802.3u, IEEE 802.11, Coaxial Cable (RG-8/U), UTP Cable

Wireless
Client 1

Wireless
Client2 Sty
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Client 3

UTP Network
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Modified by
Netkrom
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KPC3 + TNC FT-8800 Providing
WAN connection to
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Figure 2 — Interconnections of integrated network.
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100 feet over 144 to 148 MHz. With our
50 feet, power lossis about 0.7 dB.®

UTP Cable at the Physical Layer
Unshielded twisted pair (UTP) cabling
is used to interconnect the router, WAP and
server. UTPislessexpensivethanits shielded
(STP) counterpart. STP provides the best
immunity to stray RF interference. The short
lengths of UTP have proved reliable in this
project. The UTP cable consists of four insu-
lated pairsof wire. Wires 1, 2, 3and 6 are used
for transmission and reception of signals.

DataLink Layer
Network Switch at the Data Link Layer

Switches are connectivity devices that
make efficient use of bandwidth. Switches
allow devicesto establish adirect connection
to another port on the switch. Thisisin con-
trast to hubs that broadcast data to all ports.
The switch in this network implementation
provides connectivity for the WAP and server.
Other LAN computers or, a printer, may be
attached to the switch as the need arises. The
switch interprets mediaaccess control (MAC)
addressinformation to determinewheretofor-
ward packets it receives.” The MAC address
isaspecial addressthat is burned onthe NIC
during the manufacturing process. EachMAC
address is unique. The switch, dynamic host
control protocol (DHCP) server and router are
all integrated in the SMC router housing.

|EEE 802.11 at the Data Link Layer

The definition of 802.11 functions at the
MAC sublayer of layer 2 of the OSI model
stated that “802.11 allowsfor mobile network
access, in accomplishing this goa a number
of additional featureswereincorporated into
theMAC."8 Asaresult the 802.11 MAC may
seem baroquely complex compared to other
802 MAC specifications’.

IEEE 802.11 is not a far departure from
other 802 standards. 802.11 adopted Ethernet-

style networking to radio links. In a similar
way that Ethernet operates, 802.11 usesacar-
rier sense multiple access (CSMA) schemeto
control access to the transmission medium.
IEEE 802.11 uses carrier sense multiple
accesscallision avoidance (CSMA/CA) rather
thanthe carrier sensemultipleaccesscollision
detection (CSMA/CD) scheme used by 802.3
(Ethernet). CSMA/CA attemptsto avoid col-

|

lisions. CSMA/CD detects collisions, stops
transmitting and then retransmits the data.

|EEE 802.2 at the Data Link Layer

IEEE 802.11 uses the IEEE 802.2 en-
capsulation. The logical link control (LLC)
sublayer protocol allows the 802.3 and
802.11 protocols to carry multiple, logical
sub-network traffic of each protocol over the

LARRY LEDLOW JR, N1TX

o -

Fig 3— Rod, KL1Y, explaining the possiblities that exist when using 802.11 with Amateur
Radio. The two Boy Scouts are Michael Walsh (closest to Rod) and Jackson Drew.

Figure 4 — Denise Mitchell, KL1OP (Rod’s wife), sits at the

operating position and monitors activities on the Paclink server.

i Figure5
— Breannah
Jayde Mitchell
(Rod’s daughter)
prepares a
message for
transmission
from a wireless
enabled
computer on
the integrated
network.
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same physical medium such asthe LAN.®

The LLC sublayer provides an interface
with the network layer protocols. The LLC
sublayer is responsible for the ordered de-
livery of frames, including retransmission
of missing or corrupt packets and for flow
control (moderating flow so that one system
does not overwhelm the other).1°

|EEE 802.3u at the Data Link Layer

|EEE 802.3u (Ethernet) isused to provide
connectivity between the Paclink server and
WAP via the SOHO router. |EEE 802.3u
specifies a standard capable of sending data
at 100 Mbps (Newton, 2005, p 31).1t At
layer 2 Ethernet uses the CSMA/CD media
access control.

The specific layer 2 functions of Ethernet
include encapsulation and de-encapsulation
of user data, media access management, col-
lision detection and handling data encoding
and decoding and finally, channel access to
the LAN medium.:2

Amateur Radio at the Data Link Layer

Amateur Radio protocols at layer 2 are
AX.25and Keepit Simple Stupid (KISS). The
AX.25 protocol functionsat both the physical
and data link layers. KISS functions only at
the datalink layer. At layer 2, AX.25 encap-
sulates the e-mail messages for transmission
over theair through radio frequencies. AX.25
ensuresthat compatibility exists between two
Amateur Radio stations at layer 2.

Thedatarate betweenthe TNC andradiois
only 1200 bps. This provides athroughput of
1200 bpsacrossthe backbonelink. Therobust-
nessand stability of thisprotocol are sufficient
enough to make up for the low throughput.
These qualities are suitable for text messages
and small (30 kB) attachments.

KISS (Keep It Simple Stupid) isthelayer 2
protocol used for connectivity between the Pa-
clink server andthe TNC. Thisconnectivity is
over an RS-232 serial port. The KISS protocol
onthe TNC givesthe Paclink server complete
control over and access to the contents of the
HDLC (high level data link control) frames
transmitted and received over the air.’®

The TNC simply converts between syn-
chronous HDLC, spoken on the half-duplex
radio channel, and aspecial asynchronous, full
duplex frame format spoken on the Paclink
server/TNCink. Every framereceived onthe
HDLC link ispassed intact to the host onceit
has been translated to the asynchronous for-
mat; likewise, asynchronous frames from the
host aretransmitted on theradio channel once
they have been converted to HDL C format.**

The KISS protocol uses p-persistence. P-
persistence causesthe TNC to wait for an ex-
ponentially distributed random interval after
sensing that the channel hasgone clear before
attempting to transmit. With proper tuning
of the parameters p and SLOTTIME, several
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stations with traffic to send are much less
likely to collide with each other when they
all see the channel go clear. One transmits
first and the others see it in time to prevent
acollision. Thisissimilar to the CSMA/CA
technology used by 802.11.1

Network L ayer
Network Router at the Network Layer

The network layer of thisintegrative proj-
ect employsthe use of arouter. Therouter is
the gateway to the LAN and allows remote
clientsto accessthe e-mail server. Therouter
forwards the packets throughout the LAN/
WLAN based on their logical addresses.*®

The network router used in thisimplemen-
tation is an SMC small office/lhome office
(SOHO) router. This router uses logical ad-
dresses (1P addresses) to direct data between
networks or segments.” The router used in
thisproject hasaWAN port that is connected
to another network (separate broadcast do-
main). Nodes in the same broadcast domain
can communicate with one another without
passing data through arouter.

Internet Protocol (1P) at the Network Layer

IP version 4 (IPv4) at the network layer
of the OSI model is used for this project.
The Paclink server and the wireless clients
communicate by IP. The Paclink server is
assigned a static |P address and the wireless
clients may be addressed by dynamic or
static configuration. The Paclink server is
the e-mail gateway and provides access to
the AX.25 channels. The WAP communi-
cateswith the Paclink server viathe IP. Each
wireless client, the WAP and Paclink use a

32 bit IP address. The addresses are within
the same broadcast domain (network). The
WAP has amanagement | P addressthat isin
a separate broadcast domain.*®

The Paclink server isthe gateway device
that provides connectivity between the IP
network and the AX.25 network. The net-
work layer IP datagram is passed through the
gateway to the datalink layer AX.25 protocol
that resides on the Paclink server (gateway)
for encapsulation and transmission through
the Amateur Radio portion of the network.
This process works in reverse as the frames
come in through Amateur Radio and reach
the TNC, then the gateway (Paclink Server)
for transmission to the wireless clients.

Transmission Control Protocol (TCP) at
the Transport Layer

TCPisthetransport layer end to end pro-
tocol. TCP providesreliable, sequenced, and
unduplicated delivery of bytesto usersonthe
wirelessLAN (WLAN) and LAN.*

TCP is a connection-oriented protocol.
TCP first establishes a connection between
thetwo systemsthat intend to exchange data.
TCP formats segmentsfor the network layer
by breaking the segments into packets that
are the appropriate size for the network.?
TCP assigns each packet a sequence number.
The packets are reassembled at the distant
station in accordance with their sequence
numbers. TCP usesachecksum to verify the
accuracy of the message. If the checksumiis
accurate the recipient sends an acknowledg-
ment (ACK). If the checksums do not match,
the recipient asks the sender to resend the

message.?

Figure 6 — The components of the integrated network are pictured left to right:
Astron power supply, MFJ power strip, Yaesu FT-8800 transceiver with KPC3+
TNC sitting on top, Winbook laptop with Paclink AGW, Paclink Post Office and
AGW Packet Engine software installed. To the right of the server is the SMC
router and behind the router is the DWL-2100AP modified by NETKROM.



TCP uses ports to establish communica-
tions between the various application layer
protocols used in this network. Ports are a
logical point of connection in the context of
TCP. TCP uses port values in the range of
0 to 65,535. The application level protocols
and ports used in this network are shown in
Table 1.

HTTP (application level protocol) port
80 is used for management of the WAP and
router. SMTP port 25 and POP3 port 110 are
used by the e-mail clients for messaging. On
the client computer, additional ports are used
at random to establish a connection on the
server with the ports listed above. This was
revealed during an analysis using an Ethereal
protocol analyzer. Port 8000 is used to connect
Paclink AGW to the AGW Packet Engine.

TCP/IP Sockets at the Session L ayer

TCP/IP sockets are used at the Session
layer of the OSI model. At this layer the
logical links are bound and unbound between
application layer protocols (users of service).
The session layer maintains and controls the
dialogue between the users of the service.?

In TCP/IP the socket number is the join-
ing of the senders’ (or receivers’) IP address
and port numbers for the service being used
(Example: 192.168.25.38:80). The combined
IP address and port number identifies the
unique connection in the network.?

B2 Forwarding (B2F) Protocol at the
Presentation Layer

B2F is used at the presentation layer for
preparing messages for transmission over the
single channel Amateur Radio.

B2F describes an alternate “automatic
only” addressing and protocol scheme for
delivering messages within the Winlink 2000
system. Poor, W5SMM, et al explained that
“messages consist of three parts: header;
body and attachments.”* All parts of the
message are combined into a single file that
is compressed by B2Compress.exe, the B2F
protocol compression program, as a unit
before transmission.

Application Layer
SMTP at the Application Layer

The simple mail transfer protocol (SMTP)
is used with the Paclink server. SMTP facili-
tates the outgoing message transfer function
for e-mail clients. If an e-mail program such
as Outlook Express is used on the Paclink
server, the outgoing mail field is set to LOC-
ALHOST. The WLAN and LAN client e-mail
programs’ outgoing mail field is set to the IP
address of the Paclink server.

Post Office Protocol 3 (POP3) at the
Application Layer

The POP3 service is provided by the
Paclink server. The server facilitates the in-

coming message transfer function for e-mail
clients. If an e-mail program is installed on
the Paclink server this e-mail program’s in-
coming mail field is set to LOCALHOST. The
WLAN clients’ e-mail program’s (Outlook,
Netscape, etc...) incoming mail field is set to
the IP address of the Paclink server.

DHCP at the Application Layer

DHCP (Dynamic Host Configuration
Protocol) is an application layer protocol
(Dean, 2006).% DHCP is used in this net-
work to provide automatic IP addressing
for computers that connect to the integrated
network through the WAP or directly to the
switch. One of the many functions of the SMC
small office/home office (SOHO) router is the
DHCP server function. The Paclink server is
not setup for DHCP. DHCP addresses could
change automatically as leases expire there-
fore it is better to setup the Paclink server with
a static IP address. Clients require seamless
connectivity to the Paclink server. Changing
the IP address on an inconsistent basis would
disrupt the seamless connectivity. Dynami-
cally assigning addresses to clients is a good
idea because it lightens the administrative
duties of the network administrator.

Softwar e Packages Explained

The software packages used in this project
provide connectivity and driver functions to
facilitate the transfer, compression of data and
transmission of data over the radio waves.
The software used by the integrated Amateur
Radio and 802.11 project include AGW Packet
Engine, Paclink AGW, Paclink Post Officeand
the e-mail program, Outlook Express.

AGW Packet Engine

AGW Packet Engine is the TNC driver
that resides on the Paclink server. The packet
engine interfaces the TNC and Paclink AGW
software. AGW Packet Engineis setup in KISS
mode to communicate with the TNC. The
packet engine controls the radio data rate and
issues all commands required to facilitate com-
munications between Paclink, the TNC, and
radio. AGW Packet Engine creates channels
with communications ports for Paclink AGW.
These pre-defined channels allow Paclink to
send data over the radio via the TNC.

Paclink AGW

Paclink AGW communicates with Paclink
Post Officeand AGW Packet Engine. Paclink
AGW formats the messages for delivery
by compressing the message with the B2F
protocol. Paclink AGW has an open dialog
box that allows the network administrator
or radio operator to monitor the connection,
compression and message dialog between
the Paclink server and the PMBO. In
addition to other functions provided by
Paclink AGW, AX.25 functions and

features are provided by this software.

Paclink Post Office

The integrated Amateur Radio and 802.11
network uses Paclink Post Officeas a compo-
nent of the Paclink server. Paclink Post Office
is the program required to provide connec-
tivity between Paclink AGW and the user’s
e-mail program. Paclink Post Office provides
the POP3/SMTP mail server functions.

In this installation Paclink Post Office
uses the Amateur Radio call sign KL1Y for
the Paclink site. Paclink Post Office may be
configured for use on the local machine and
LAN. The SMTP port number used is 25 and
the POP3 port number is 110. Paclink Post
Office listens on these ports for connection
requests from e-mail programs.? When each
e-mail program requests to connect to the
POP3 server for the purpose of sending and
receiving e-mail, the Paclink POP3 server
validates the username and password.

The use of tactical addresses and the abil-
ity to use a common e-mail application are
two key aspects of this network that allow
the Amateur Radio community to seam-
lessly integrate with supported agencies and
provide quick and reliable support. Tacti-
cal addresses are non-Amateur Radio call
signs. An example of a tactical address is:
fbksemcomm-1@winlink.org.

E-mail Program

This project uses Microsoft Outlook and
Microsoft Outlook Express. It is possible to
install and use any e-mail program capable
of POP3 configuration. Messages sent to
targeted recipients are viewed by any e-mail
program capable of viewing text messages.

The Support Team

John Champa, K8OCL, HSMM Chairman,
was instrumental in providing advice and men-
torship in developing this document. Many
local Amateur Radio operators supported the
development of this local implementation.
The operators readily provided logistics sup-
port and technical expertise. Linda Mullen,
AD4BL, obtained a grant to purchase the
amateur gear used in the project, Kody Moore,
KL@RN, hand made the interface cables that
connected the radios to the TNC,

Larry Ledlow Jr, N1TX, provided guidance
as my mentor during the entire project. Larry
devoted countless hours to reading drafts and
the discussion of technical details.

Jerry Curry, KL7EDK, was instrumental
as the Participating Mailbox Office (PMBO)
Operator and packet expert. Dan Wietchy,
KL1JP, was helpful in providing feedback
and advice for the original paper.

Conclusion

This integrated network provides con-
nectivity to the Amateur Radio network
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through 802.11. The use of 802.11 in this
scenario allows connectivity without wires.
Thisextension of theradio network provides
a convenient messaging system that can be
quickly deployed.

In backbone architecturesthe VHF Ama-
teur Radio network has proven much more
reliablethan 802.11 networks despite the low
throughput of the Amateur Radio network.
The use of 802.11 is not out of the question
for theWAN links. An 802.11 WAN network
is highly dependent upon line of sight con-
nectivity with minimal obstruction.
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Network/Data Layer
Messaging Protocol for

Stand-Alone, Free-Field
Communications Systems

The author proposes protocols and data formats for a
self-organizing network of stations to pass messages.

Lindsay ). Robertson, ZL2LJR

Abstract

Protocols and dataformats are proposed
that will allow acompletely self-organizing
network of peer stations using free-field,
physical-layer communicationsto passmes-
sage packets from an originating station to
adesignated destination station at arbitrary
distance, needing no other equipment or
systems. The proposed system is presented
in enough detail to allow implementation,
but most importantly, the paper establishes
somegeneral principlesthat can be extended
and developed as required.

Briefly, a datagram header format that
contains geographical location and a lo-
cal identifier of the destination station is
proposed: peer stations build up internal
lists of ID’s and locations of other peer
stations that they can “hear” — and hence
each station that progresses a datagram is
able to automatically select an optimum
station to which the transient datagram may
be passed. Simple protocols are proposed
for authenticating and verifying datagram
transfer, for rerouting datagramsto ensure a
high probability of delivery, and for purging
of datagrams that are successfully passed
towards their final destinations. An “open”
approach that encourages user control and
further optimization isproposed. Thisisdif-
ferent from present M obile Ad-hoc Network
(MANET) protocols, and it also differsin
several aspects from current geographic
routing proposals and current radio packet
transfer systems.

lindsay @tech-vantage.com

Need for Robust, Free-Field Networ k

Layer System
Lifewithout instant, reliable communica-

tionisjust about inconceivable— wesimply

assume reliable communication viathe Inter-
net, cellular and “landline” phone services.

Yet a review of existing systems shows
that only the long-range point-to-point HF
radio system isboth independent of a“wired
backbone” and capable of long-range mes-
saging. Although workable, the point-to-
point HF radio system haslimited reliability.
(It depends upon ionospheric conditions
between two stations, and is a highly inef-
ficient use of bandwidth.)

Reliance upon wired communi cation back-
bonesrepresentsasignificant vulnerability. To
appreciate the issue, one only hasto consider
how useless a cell-phone handset is, without
the cell-phone nodes and inter-node routing
systems. A news item “The Backhoe: A Real
Cyberthreat” describes this issue eloquently.t

The existing systems therefore do not
adequately address any of the following
situations:

o Cases where alarge number of users (each
with limited power) want to exchange
messages over long distances, without
excessive use of bandwidth.

o Cases where the only open bands are not
available to a particular station (stations
of limited power, or only VHF.

o A user (particularly aVHF/UHF user) who
livesin ageographically remotelocation,
such as at the end of along valley.

¢ Theaftermath of anatural disaster, (or delib-

INotes appear on page 38.

erate sabotage) when auser is affected by
disruption of either “last mile” or backbone
transmission lines, or theloss of third party
communication facilities. See Note 1.

e The aftermath of software errors (or at-
tacks) upon a system that relies on a
hardwired backbone.? 3

e A user who lives in a region in which
backbone communication facilities are
operated by authorities whose oversight
is unwelcome.

Situations of these types, and the lack of
adequate sol utions, represent the“ need” that
is addressed in this paper.

Existing Systems
Classification of Existing Systems

Before considering any proposed “new”
system, it is essential to review systems a-
ready in existence. Classifications of network
systems have been published before, however
thesehave generally beenlimited torelatively
narrow fields. For the purposes of this paper,
avery broad approach is taken, and the fol-
lowing categories are proposed:

“Wred” Systems. For these systems, all
nodes are hard-wired, and for each route
segment, arouter sel ectsthe next destination
node and switches the packet to that node.*
(See the referenced text, starting on page
405.) Examples include the Internet, and
landline telephones. These offer efficient,
high-speed communication, but are totally
dependent upon the “wired” connection,
and vulnerable to either physical disruption
of wired “backbone” (see Note 1), and elec-
tronic disruptions (see Notes 2 and 3).

Wireless Neighborhood Networks. These
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